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ABSTRACT

We have developed a tool based on microcode
modifications to a VAX 8600 which allows
a wide variety of operating system measure-
ments to be taken with minimal perturbation
and without the need to modify any operat-
ing system software. A trace of interrupts,
exceptions, system calls and context switches
is generated as a side-effect to normal execu-
tion. In this paper we describe the tool we
have developed and present some results we
have gathered under both UNIX 4.3 BSD and
VAX/VMS V4.5. We compare the process fork
behavior of two different command shells un-
der UNIX, look at context switch rates for in-
teractive and batch workloads and generate a
histogram for network interrupt service time.

1. Introduction

Two basic approaches to performance analysis are
modeling and data collection. While modeling has im-
portant applications, it can become intractable for com-
plex systems unless overly simplistic assumptions are
made. The interactions that occur on a large multipro-
grammed computer with a modern operating system are
<o varied and complex that empirical measurements are
essential. Furthermore, it is important to carefully con-
sider the quality of the data being collected and the cost
of collecting it.

There are three fundamental approaches to data
collection: hardware, software and microcode. Hard-
ware monitors can take measurements with virtually no
effect on the system. However, they can be inflexible,
limited in resources, expensive and cumbersome to 0p-
erate. Alternatively, the operating system kernel can be
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modified to collect data which, although satisfactory for
some types of measurements, can be impractical and/or
cause an unacceptable perturbation of the measurement
for others. In addition, modifying the kernels of most
operating systems is not a matter to be taken lightly. It
is often difficult to determine the effect that a seemingly
small change can have on other parts of the kernel.

Most of the advantages of both hardware and soft-
ware methods can be achieved with a microprogrammed
measurement gathering technique. By modifying the
microcode, measurements can be taken with a very
small effect on the system. In addition, microcode-
based systems can be flexible and easy to use. Once the
core microcode is installed that implements the data
collection tool, everything else can be under software
control. Furthermore, since the data collection takes
place below the operating system there no need to mod-
ify the kernel and the same measurement can be taken
on different operating systems. -

The idea of using microcode to gather measure-
ments has been around for a long time. The earliest
mention of which we are aware was by Halbach in 1971
[5]. In this two page note, Halbach discusses the gath-
ering of trace information through the use of microcode
modificaticns. Armbruster discusses the gathering of in-
struction traces in [2] and Gratsh and Kastner provide
a brief history of firmware monitoring in [4]. Chroust,
Kreuzer and Stadler discuss a microprogrammed page-
fault monitor in [3] and Agarwal, Sites and Horowitz
discuss a microcode-assisted address tracer in 1.

We have implemented a microcode based event
tracer which we call SPAM (for System Performance
Analysis using Microcode) which differs from these pre-
vieus methods in two important ways. First, it is specif-
jcally geared toward gathering real-time sensitive data.
The quantity and type of information being gathered is
carefully chosen to minimize perturbation of the system.
Second, SPAM is a general facility that allows a wide
variely of data to be collected rather than a specific tool
to collect one particular type of data. We have also im-
plemented an interface to the microcode to allow SPAM
to be used without the need for microcode expertise or
specific hardware knowledge. N

SPAM is based on microcode modifications to a
VAX 8600 which include additional machine level in-






