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PACKET PROCESSOR MEMORY CONFLICT
PREDICTION

RELATED APPLICATIONS

This application is a continuation of application Ser. No.
11/306,375, filed on Dec. 26, 2005, now U.S. Pat. No. 7,107,
402, issued Sep. 12, 2006, which is a continuation of appli-
cation Ser. No. 10/065,340, filed on Oct. 6, 2002, now U.S.
Pat. No. 6,981,110, issued Dec. 27, 2005, which claims pri-
ority to application 60/347,781 filed on Oct. 23, 2001, appli-
cation 60/339,077 filed on Oct. 30, 2001, application 60/348,
217 filed on Nov. 9, 2001, and application 60/332.425 filed on
Now. 16, 2001. Each of these priority documents is incorpo-
rated herein by reference.

FIELD OF THE INVENTION

The present invention relates to the field of central process-
ing unit (CPU) architecture and microarchitecture, and per-
tains more particularly to CPUs for networking applications
that process multiple packets simultaneously.

BACKGROUND

Internet networking hardware involves processing of pack-
ets of information for many purposes and at many stages in a
network. Routers, firewalls, gateways, load balancers and
servers all process packets of information in some way.
Where in the network the processing takes place (i.e. in the
core or close to the edge) has a great deal to do with what types
of'processing needs to take place and how fast that processing
must occur. In general, processing closer to the core takes
place faster and involves less work. For example, many core
routers perform only layer 2 packet forwarding (i.e. link layer
header modification), which can be done with minimal pro-
cessing overhead. Edge routers, however, typically perform
more functions, such as traffic shaping, monitoring, billing
and quality of service enforcement. In both situations, the
need for processing is constantly evolving, and there is an
increasing need to do more at faster rates.

Two key trends are the increase in network speed and the
increase in the amount of processing that needs to take place
at each stage in the network. Together these trends are forcing
packet processing solutions into greater degrees of parallel-
ism. FIG. 1 illustrates this point with four different scenarios
for a packet processor. Here the term “packet processor” is
used to generally refer to any processing engine that can
perform programmable operations on packets of information.

In the first scenario of FIG. 1, the processing time of the
packet is the same or smaller than the transmission time of the
packet. In this scenario, the code need not be concerned with
dependencies between packets, and ordinary single-threaded
non-parallel processors can be used. In the other scenarios of
FIG. 1, the processing time for a packet is substantially longer
than the transmission time of one packet of information. The
common trend is that the need for more complex operations
(and thus larger workloads) and/or the increase in network
speeds has lead to these situations.

In many cases the workload time is dominated by memory
latency due to poor locality of data references and large
working set sizes. This means that the limitation on packet
throughput is driven by memory throughput, which has
tended to increase at a rate even slower than single-threaded
processor performance, further driving packet processing
solutions into parallel packet processing scenarios.
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In the case that all packets can be operated on indepen-
dently, as shown in the second scenario of FIG. 1, processing
can be pipelined neatly and no conflict arises between code
processing simultaneous packets. This would be the case in
certain types of stateless firewalls and forwarding engines,
where each packet is evaluated according to static rules and
does not depend on any other packets. Thus, no state is
changed by packet that affects a future packet. The forward-
ing tables and firewall rules might be dynamically modified,
but this typically happens on a time scale orders of magnitude
greater then the time to process a single packet. A parallel
packet processing solution for this second scenario is rela-
tively easy to implement. The code working on one packet
need not be aware of other packets and there is no need to
synchronize memory operations between packets.

In the more general case that dependencies can arise
between packets, a more complicated situation exists. This is
shown in the third and fourth scenarios of FIG. 1. This would
be the case if both packets are from the same TCP connection
and due to, for example, encryption or TCP state mainte-
nance, there is a need to update state in memory between the
processing ofthe two packets. One or more memory locations
written by one packet will be read by the other packet. Note
that packet #3 in these scenarios is independent from both
packets and can be processed as soon as it arrives.

Other examples in which packet dependencies can arise
would be the updating of traffic management counters and the
updating of routing or address translation tables. In the latter
case, two packets may be dependent even if they are from
completely independent connections if they hash to the same
table entry. One packet may want to modify a table entry
while another packet is querying the same entry. The fourth
scenario in FIG. 1 illustrates that in some, if not most cases it
does not matter which order two dependent packets are pro-
cessed, as long as they are serialized to prevent incorrect
results.

In these cases where simultaneous processing of packets is
required, and where dependencies can exist between packets,
it can be complicated to enforce those dependencies. Cur-
rently, there are two common approaches to this problem. The
first solution is a software solution, where software locks are
included in the code to cause dependent packet processing to
be delayed until an earlier packet has been completed. These
software semaphores are used to lock out subsequent depen-
dent packets from accessing state until the first packet has
updated it. The second solution involves hardware, where
packet classification hardware serializes all packets that can
possibly be dependent. In a multiprocessor, this can involve
generating a hash function that sends all packets of the same
flow to the same processor, and distributes the load across
multiple processors.

Unfortunately, packet processing code is often large and
complex and modifying it to incorporate new locking mecha-
nisms is not trivial. Even when such code is relatively simple,
guaranteeing that software locks have been correctly pro-
grammed for all possible network traffic scenarios can be
hard to verify. Furthermore, requiring hardware to enforce
sequentially when it is not needed lowers performance. This
is because often the entire packet processing is not dependent
such that a partial overlap is possible. The importance of a
partial overlap of packet workload can be appreciated by
referring to FIG. 2. In the case that a packet reads data as its
first instruction and writes that same address as its last instruc-
tion, indeed there can be no overlap of processing. This is
generally not the case however. The second scenario of FIG.
2 illustrates the case that the second packet can start before the
first packet is completed, even though they are dependent. It
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is also the case that due to conditional branches, packets that
are sometimes dependent may not always be dependent. Thus
conservative locking and large grained locking can yield sig-
nificantly sub-optimal solutions.

It is also the case that hardware solutions that group flows
for multiprocessors suffer from the problem of guaranteeing
that the grouping is relatively uniform over time in order to
balance work across the multiple processing elements. The
classification of packets to direct them to processing elements
is constrained by having to preserve correctness and can’t
take advantage of a more dynamic load balancing approach.

What is needed is a hardware mechanism to preserve
packet dependencies without requiring changes to software
and allowing optimal enforcement of dependencies, such that
packets are not serialized unless necessary by the overlying
application.

BRIEF SUMMARY OF THE INVENTION

The present invention is a hardware mechanism for enforc-
ing packet dependencies without any changes in software.
This mechanism has the important advantage that packet
dependencies are enforced by hardware only when required
and potentially with no discarded work. The software can be
written with the view that each packet is handled in order of
arrival with no overlap with subsequent packets. This mecha-
nism optimizes performance for the common case that no
dependencies are present and doesn’t require the hardware to
be pre-configured with knowledge of what packet sequences
will and will not be dependent.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates four different scenarios for how the pro-
cessing of three packets can be overlapped.

FIG. 2 illustrates four different scenarios for the overlap of
the processing of two packets in which a dependency exists.

FIG. 3 is a block diagram showing how the present inven-
tion fits within a packet processor.

FIG. 4 is ablock diagram illustrating an embodiment of the
present invention.

FIG. 5 illustrates detail of the read table and write table of
an embodiment of the present invention and illustrates how
the tables respond to a sequence of packet reads and writes.

FIG. 6 illustrates four different scenarios for the processing
and restart of two packets in conjunction with an embodiment
of the present invention.

DETAILED DESCRIPTION

The present invention is incorporated into a packet proces-
sor in which multiple packets are processed simultaneously.
This can be implemented using a multiprocessor, a multi-
threaded processor or a combination of both. The mechanism
is not dependent on the type of processor used. It would be
useful in any form of packet processor in which some form of
simultaneity exists such that more than one packet at a time is
being processed.

There are a few requirements placed on the packet proces-
sor. The first is that a time stamp or sequence number is
associated with each packet as it arrives. The sequence num-
ber is used to enforce the sequential processing model. When
a packet enters the processor, a new sequence number is
generated and that sequence number is associated with the
instructions that are processing that packet. The packet pro-
cessor is required to include this sequence number with all
memory operations (reads and writes) performed. An addi-
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tional requirement is that when a packet enters the processor
and when a packet leaves the processor (or when processing
ends for that packet), a notification of that event is made to the
hardware. The information about when a packet enters and
leaves is used to know when write data can be committed to
memory.

Finally, the packet processor must have the ability to restart
processing for each packet. To accomplish this a signal is
generated that indicates that a conflict has been detected,
which requires the packet processor to discard all work asso-
ciated with the indicated sequence number and to restart
processing that packet. The processor does not have to recon-
struct any information, but only to start from the beginning of
the packet again assuming that all memory writes have been
discarded. It must be possible to restart a packet even after
packet processing has ended for that packet. This is needed
because an older packet that is still processing may do some-
thing that nullifies the processing that has already been com-
pleted by a younger dependent packet.

The present invention is responsible for guaranteeing that
the results obtained while simultaneously processing mul-
tiple packets are the same as would be obtained if all packet
processing occurred in the sequence of packet arrival. This
hardware mechanism is placed between the packet process-
ing engine and the memory system as shown in F1G. 3. Packet
processing engine 310 is a parallel processing engine, incor-
porating multithreading and/or multiprocessing. The present
invention (HEVS) 320 is situated between packet processing
engine 310 and the memory system 330.

The packet processing engine 310 generates four types of
commands to the HEVS mechanism 320: memory read,
memory write, packet start and packet done. Each command
includes a sequence number associated with the packet for
which the operation applies. Returning to the packet proces-
sor are the read data returning, and a restart signal that is used
to indicate to the packet processor that a particular packet
needs to be restarted.

FIG. 4 illustrates a diagram of an embodiment of the
present invention. There are two tables, a Read Table 410 and
a Write Table 420 at the core of the design. The Read Table
records all memory reads. The sequence number and the
address are recorded, but not the data. Each time a read is
accepted from the packet processor, an entry is inserted in the
Read Table. To save space in the read table, it may be con-
structed to not save all address bits, but to discard some of the
least significant address bits. If an entry being inserted
matches an entry already in the table, it need not be inserted.
The Read Table is searched whenever a write is accepted from
the packet processor to determine if a conflict has arisen.

The Write Table 420 records all writes, including the
sequence number, the address, the data and dependency infor-
mation for forwarded reads. Each time a write is accepted
from the packet processor, an entry is made in the Write Table.
To save space in the Write Table, an entry can include a larger
amount of storage than a single reference can generate. For
example a Write Table entry could contain 64 bytes of data
with valid bits associated with each byte. This would allow
multiple writes to the same 64-byte area with the same
sequence number to be combined into the same entry. Two
different accesses with different sequence numbers cannot be
combined. The Write Table is searched whenever a read is
accepted to determine if data should be bypassed from the
memory system. A record is kept of the fact that data has been
forwarded from one packet to another so that when a packet is
restarted; all packets potentially corrupted by that packet are
also restarted.









