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57 ABSTRACT

The ability to validate the identity of a specific machine
connected to a computerized network is provided. This
involves validating MAC addresses, or any other form of
digital identification that should be uniquely associated with
a computer or user. This take places through the use of an
identification registrar and an identification valuator. Such an
identification validation system can be used with MAC
addresses and can be used in conjunction with a system that
records other information necessary to associate activity on a
computer network with the validated MAC address. In this
way, the specific computer or user associated with network
activity can be determined, and it can be guaranteed that the
identification has not been tampered with.
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1
UNIQUE IDENTIFIER VALIDATION

RELATED APPLICATIONS

This application is related to co-pending application Ser.
No. 11/426,687, entitled “Endpoint Activity Logging” and
co-pending application Ser. No. 11/426,711, entitled
“Remote Log Repository With Access Policy,” both of which
are incorporated herein by reference.

FIELD OF THE INVENTION

This invention relates to the field of network monitoring,
and more particularly to the logging of access to and activity
on a computerized network such as the Internet.

BACKGROUND

It is a usual practice for companies providing access to the
Internet and for companies providing content and services on
the Internet to generate logs of access and activity. Some
examples ofhow logs are used are: for debugging and trouble-
shooting, detection and monitoring of abuse, statistical analy-
sis, demographic analysis, report generation and other gen-
eral business purposes.

Sometimes an important aspect of activity logging is iden-
tifying a specific computer or user associated with a specific
activity. For this reason, it is desirable to have a unique iden-
tifier associated with each computer. One identifier com-
monly used in the MAC address associated with an Ethernet
interface on the computer. MAC addresses are 48-bit
addresses, typically installed by the manufacturer of an Eth-
ernet interface card and used as the source address of Ethernet
packets. It is normally expected that 48-bit MAC addresses
are globally unique, and thus useful as unique identifiers of
specific computers.

However, some FEthernet interfaces can be altered by
sophisticated users so that arbitrary MAC addresses can be
used. This means that users equipped with such tools can
reconfigure their Ethernet interface hardware, and therefore
masquerade as any computer, which in some cases defeats the
purpose of uniquely identifying each specific computer. What
is needed is a mechanism to validate MAC addresses, so that
computers can be unique identified, while preventing unau-
thorized persons from masquerading as those computers.

BRIEF SUMMARY OF THE INVENTION

The present invention provides the ability to validate the
identity of a specific machine connected to a computerized
network. This involves validating MAC addresses, or any
other form of digital identification that should be uniquely
associated with a computer or user. This take places through
the use of an identification registrar and an identification
valuator. Such an identification validation system can be used
with MAC addresses and can be used in conjunction with a
system that records other information necessary to associate
activity on a computer network with the validated MAC
address. In this way, the specific computer or user associated
with network activity can be determined, and it can be guar-
anteed that the identification has not been tampered with.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a prior art interconnection and logging
mechanism.

FIG. 2 illustrates a prior art interconnection and logging
mechanism.
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FIG. 3 illustrates activity logging in an embodiment of the
present invention.

FIG. 4 illustrates communication and logging events in an
embodiment of the present invention.

FIG. 5 illustrates activity logging in an embodiment of the
present invention.

FIG. 6 illustrates MAC address registration and validation.

FIG. 7A illustrates remote logging across a jurisdictional
boundary.

FIG. 7B illustrates remote access to log information across
a jurisdictional boundary.

FIG. 8A illustrates encryption and decryption management
for remote logging and reporting.

FIG. 8B illustrates an alternative embodiment of encryp-
tion and decryption management for remote logging and
reporting.

DETAILED DESCRIPTION

FIG. 1 illustrates a typical environment in which a Web
Server on the Internet logs activity. User 110 represents a user
operating a browser and connected to the Internet 120. Web
Server 130 is a web server connected to the Internet 120 and
storing web pages for public viewing. When User 110,
through the browser running on their computer, requests a
web page stored on Web Server 130, a HTML document is
delivered to the browser and displayed to User 110. In addi-
tion, a record is made of this activity in Access Log 140. A
web server activity log will typically contain information
regarding the access, but not the actual content of the access
itself. For example, a web server log generally records the
originating IP address, the name of the document that was
requested and the number of bytes that were transferred to the
client machine. It is common to record in an access log file a
record of each access.

The Apache Software Foundation is an organization that
supports an open-source web server known as Apache HTTP
Server Project. Documentation and software for the Apache
HTTP Server Project are located at http://httpd.apache.org.
The Apache web site indicates that Apache has been the most
popular web server on the Internet since April 1996, and as of
2005 represents more than 70% of the web sites on the Inter-
net. The document entitled “Log Files” available on the
Apache web site at: http://httpd.apache.org/docs/2.2/1ogs.h-
tml, incorporated herein by reference, describes several log
file formats. Log file formats in use today, such as those
described in the document referenced above, record the origi-
nating IP address of each machine that requests a document.

In cases such as FIG. 1 in which User 110 is directly
connected to the Internet 120, the originating IP address is
sufficient to identify the machine at which the request origi-
nated. However this is not the case in other scenarios. FIG. 2
illustrates a more common situation in which User Computer
210 is located on Local Network 220 behind NAT Gateway
230. Typically the IP addresses in use on Local Network 230
are unregistered or un-routable addresses that can be used
within an enterprise but cannot be used on the public Internet.
Un-routable addresses are addresses that have been set aside
in the ranges 10.0.0.0 to 10.255.255.255, 172.16.0.0 to
172.31.255.255 and 192.168.0.0 to 192.168.255.255. 1P
addresses in this range may be freely used within a private
network as they are guaranteed to be unused and unusable on
the public Internet. NAT Gateways are used to convert pack-
ets coming from un-routable IP addresses into packets with
addresses valid on the public Internet. This scheme is utilized
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to allow many machines to be used on an internal network
without tying up as many public IP addresses, which are
global resources.

In particular, NAT Gateway 230 operates a function known
as Network Address Translation (NAT), which translates
internal network addresses into external network addresses.
Thus, a packet originating from User Computer 210 is trans-
lated by NAT Gateway 230 into another packet with a difter-
ent source IP address and transmitted to Web Server 260
across the Internet 250. A return packet from Web Server 250
to User 210 will be transmitted to NAT Gateway 230, which
will translate the packet into a different packet with the des-
tination IP address for User Computer 210. The operation of
NAT Gateways on the Internet is well known and in wide use
today.

Frequently internal networks allocate IP addresses using a
protocol known as DHCP. This requires the use of a DHCP
Server 240 attached to Local Network 220. Briefly, the DHCP
protocol involves the allocation of IP address upon request by
machines on the local network. For example, when User
Computer 210 powers up, it will request an IP address and
DHCP Server 220 will allocate one. This operation is known
as a “lease” and generally has an expiration time associated
with it. The DHCP protocol generally requires periodic com-
munication between User Computer 210 and DHCP Server
240 in order for User 210 to continue to be allowed to use the
1P address to which it has been granted.

Many machines may exist on Local Network 220, and there
may be multiple NAT Gateways within a large enterprise.
This means that a request for a document on the Internet
originating from a browser on a user’s machine may be trans-
lated multiple times before it reaches the web server that is
hosting the document. Thus, Access Log 270 that is recorded
by Web Server 260 is insufficient to identify the specific
machine that actually made the request.

FIG. 3 illustrates activity logging in an embodiment of the
present invention. User Computer 310 is connected to Local
Network 320 which is connected to NAT Gateway 330 and
DHCP Server 340. In most embodiments, NAT Gateway 330
and DHCP Server 340 will be implemented on the same
physical machine and there will only be one network connec-
tion from that machine to Local Network 320. NAT Gateway
330 is coupled to the Internet 350, which is in turn coupled to
Web Server 360. Access Log 370 receives information from
Web Server 360, NAT Gateway 330 and DHCP Server 340.
By combining information from all three sources as described
in more detail below, activity logs can be generated that
uniquely associate User Computer 310 with activity on Web
Server 360.

Access Log 370 is shown in FIG. 3 as a single unit for
illustrative purposes. The storage of activity data can be dis-
tributed across multiple machines and the physical location or
locations of the log storage can vary. Web Server 360, NAT
Gateway 330 and DHCP Server 340 can locally store activity
information and then periodically transfer it to a central loca-
tion, or in alternative embodiments the activity information
may be transmitted immediately to a central repository. In
still other embodiments, the activity information may never
be stored together in one physical location but may be main-
tained separately and controlled by separate entitles. It will be
appreciated to those of skill in the art that as long as the
requisite information is recorded in some fashion, there are
many alternatives to how, when and where the information is
stored.

One feature of an embodiment of the present invention is
that Web server activity can be associated with an individual
user and/or an individual computer, through for example a
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MAC address. Every computer having an Ethernet interface
in principle has a globally unique MAC address, which is a
48-bit address associated with the Ethernet interface and used
as the source address for Ethernet frames transmitted from
that interface. The MAC address is created by the manufac-
turer at the time the interface is created. Alternative identifiers
can be used to uniquely identify a particular user or computer.
For example, some central processing units (CPUs) have
unique processor IDs that are created by the microprocessor
manufacturer and are globally unique and cannot be changed
by the user.

It will be appreciated to those of skill in the art that other
forms of unique identifiers can be used, including a phone
number, address, bank account number, credit card number,
social security number, license plate number, or the like. Itis
also the case that the identifier need not uniquely identify the
user or computer throughout the entire world. In certain
embodiments it may only be necessary to identify the user or
computer within a certain group or it may only be necessary
to narrow down the user or computer into a relatively small
group.

In order to associate the MAC address used by User Com-
puter 310 with activity that occurs on Web Server 360, it is
desirable to record the association between the MAC address
used by User Computer 310 and an IP address allocated by
DHCP server 340. Additionally, it is desirable to record the
alias link between an internal and external IP address that is
created by NAT Gateway 330. This is explained in more detail
below.

FIG. 4 illustrates communication and logging events in an
embodiment of the present invention. User Computer 410
exchanges messages with DHCP/NAT Gateway 420, which
in turn is coupled to Remote Server 430. FIG. 4 illustrates the
types of information that are logged in an embodiment of the
present invention in order to associate User Computer 410
with remote activity. When User Computer 410 is first con-
nected to a local network on which DHCP/NAT Gateway 420
is also connected, it communicates with DHCP/NAT Gate-
way 420 in order to get an IP address to use. The DHCP
protocol is typically used to perform this function, although
there are alternative dynamic IP address allocation protocols
that can be used. When a dynamic IP address is allocated to
User Computer 410, this is known as a “lease” and will
typically last for a defined period of time at which point it
needs to be renewed through further exchange of messages.

FIG. 4 illustrates a simplified exchange of DHCP messages
between User Computer 410 and DHCP/NAT Gateway 420
for illustrative purposes. Those of skill in the art will appre-
ciate that the DHCP protocol involves other messages. In the
example of FIG. 4, first User Computer 410, using the MAC
address 00:10:c6:cf:94:c6 requests an IP address from
DHCP/NAT Gateway 420. Next, DHCP/NAT Gateway 420
allocates dynamic IP address 192.168.0.11 to User Computer
410 and sends an acknowledgement message to User Com-
puter 410 with this information. At this point, the lease of IP
address 192.168.0.11 to MAC address 00:10:¢c6:cf:94:¢6,
illustrated by information block 440, is recorded. An actual
sequence of DHCP messages that represents this exchange is
typified by the following:

User—Server: DHCPDISCOVER from 00:10:¢6:cf:94:¢6

Server—User: DHCPOFFER on 192.168.0.11 to 00:10:
c6:cf:94:¢6

User—Server: DHCPREQUEST for 192.168.0.11 from
00:10:¢6:cf:94:¢6

Server—User: DHCPACK on 192.168.0.11 to 00:10:c6:
cf:94:c6
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The establishment of a “lease” represents the grant of an [P
address to a particular machine identified by an Ethernet
address. In this case the IP address granted is an internal,
un-routable address, which can be used on a local network but
cannot be used on the Internet. DHCP servers can typically be
configured to allocate either internal or external IP addresses,
and can allocate from a pool of IP addresses, or can be
configured to associate particular IP addresses with particular
MAC addresses.

An example of software that performs the DHCP function-
ality is the dhepd daemon (a daemon is a computer program
that runs in the background) that is a standard utility on may
Unix systems. The dhcpd daemon is configured to listen on
certain interfaces and to respond to broadcast messages from
machines requesting IP addresses. Some implementations of
dhepd can be configured to automatically log the granting of
leases and the expiration of leases. In one embodiment of the
present invention, the dhepd daemon is configured to generate
this information, and/or is modified to transmit this informa-
tion to another host, immediately or periodically.

The next sequence illustrated in FIG. 4 relates to network
address translation (NAT). Because User Computer 410 is
utilizing an un-routable IP address, this address needs to be
translated to an external IP address before packets can be sent
over the Internet. This is the job of the NAT gateway. The
establishment of an association between an internal IP
address and port number to an external IP address and port
number is known as an “alias link.” Because there may be
many internal machines communicating with the same
remote host, it may be necessary for the NAT gateway to
change the port number from the one utilized by User Com-
puter 410. Because TCP connections are uniquely identified
by source and destination IP address and source and destina-
tion port numbers, multiple connections from the same IP
address can be established to the same destination port num-
ber as long as the source port number is different for each
connection.

In the example illustrated in FIG. 4, User Computer 410
sends a packet to set up a connection to a remote Web server
at IP address 66.102.7.104, port 80. The source IP address for
User Computer 410 is 192.168.0.11 and the source port num-
ber is 1534. Upon receiving the packet from User Computer
410, DHCP/NAT Gateway 420 establishes an alias link,
rewrites the outgoing packet and sends it to the Internet.
Because the un-routable address used by User Computer 410
is not usable on the Internet, the source address for the out-
going packet is replaced with the source address for DHCP/
NAT Gateway 420, which in this example is 63.198.33.202.
FIG. 4 illustrates that DHCP/NAT Gateway 420 associated
port 3541 with User Computer 410 source port 1541. At this
point the alias of source IP address 192.168.0.11 to external
1P address 63.198.33.202, port 3541 is recorded, as illustrated
by information block 450.

An example of software that performs NAT functionality is
the natd daemon that is a standard utility in many Unix sys-
tems. In some implementations natd relies on a library known
as libalias which performs the function of maintaining a table
or database of IP number and port number associations. The
libalias library code adds and deletes alias links as needed. In
one embodiment of the present invention, the libalias library
is modified to log certain alias links to a file and/or to transmit
this information to another host, immediately or periodically.

The next sequence illustrated in FIG. 4 is the receipt of the
packet by Remote Server 430 and the return of a packet to
DHCP/NAT Gateway 420, which subsequently returns a
packet to User Computer 410. Remote Server 430 could be a
Web Server, an Email Server or any other server on the
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Internet for which activity logging is desired. In the example
shown in FIG. 4, Remote Server 430, which is at IP address
66.102.7.104 receives a packet to port 80 from source IP
address 63.198.33.202, port 3541. Remote Server logs the
access as illustrated in information block 460.

Web server logging is well known the field and it is com-
mon for Web servers to log activity. A typical log entry con-
sists of the source IP address and the document requested
along with other information. The Apache HTTP Server,
described above, defines a “Combined Log Format” that can
be utilized to configure the Web server for what information
is logged. An example entry in the Combined Log Format is
shown below:

127.0.0.1-frank  [10/Oct/2000:13:55:36-0700] “GET/
apache_pb.gif HTTP/1.0” 200 2326 “http://www.example.
cony/start.html” “Mozilla/4.08 [en] (Win98; [; Nav)”

The fields in this entry are as follows: 127.0.0.1 is the IP
address of the client that made the request of the Web server,
the dash is anull field in place of the RFC 1413 identity of the
client, frank is the user ID of the person requesting the docu-
ment as determined by HTTP authentication, the date field
between brackets is the date and time that the request was
received, the next field between quotes is the request that was
received from the remote host, 200 is the status code that the
Web server sent back to the client, 2326 is the size of the
object returned to the client in number of bytes, the next field
between quotes is the site that the client reports having been
referred from, and the last field between quotes is the identi-
fying information that the client browser reports about itself.

Note that a Combined Log Format entry such as illustrated
above is not in general sufficient to uniquely identify an
individual user. In particular, the source port number is not
typically logged. Because many clients may be connecting to
the Internet behind a single NAT gateway, in many circum-
stances the only way to distinguish an individual user it to log
the source port number of the HTTP request. In a preferred
embodiment of the present invention, the Web server software
running on Remote Server 430 is modified to log the source
port number of each HTTP request in addition to other infor-
mation, and to send this information to a log file, and/or to
transmit this information to another host, immediately or
periodically. When the source IP address and source port
number are correlated with the alias link information and with
the IP to MAC address association, it is possible to associate
a particular user with activity that occurs on a remote server.

Another form of Remote Server is an email server. A typi-
cal email transmission from a user to a recipient on the Inter-
net involves a user’s computer contacting a local SMTP relay
on port 25, sending the email and closing the connection.
Subsequently the local SMTP relay consults the DNS (do-
main name system) to determine the appropriate remote
email relay for the domain name of each recipient of the
email. If properly configured, the DNS zone for the destina-
tion domain will contain an “MX Record” which will specify
the machine or machines on the Internet who will accept
email for that domain. The local SMTP relay then contacts
one of the machines indicated in the MX Record on port 25
and delivers the email message. Many if not most SMTP
relays are configured to generate logs of sent and received
email messages. The format of a log entry depends on the
software used and the version of that software. A format for
sendmail which is a software program that performs SMTP
relay functions and is a standard component of many UNIX
systems is shown below:

<date><host>sendmail[pid]: <qid>: <what>=<value>, . ..

Included in each log entry is a date stamp, the name of the
host generating the information, the process ID for the run-






